Express222™

Controlled Substance Ordering System

User Quick Reference Series

Checking Your Certificate Information

This Quick Reference will help you determine if your digital certificate is installed
in Internet Explorer, and show you how to view some general information about the certificate,
including who issued it, the date it was issued, the date it expires, and your address.



Express 222™ — Checking Your Certificate Information

To digitally sign orders using the Express222™ system, you will need to have a DEA-issued digital
signature certificate installed in your Internet Explorer browser. If you are not sure if your certificate is
properly installed, or if it is a valid DEA certificate, please check it using the following instructions.
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From any page in your Internet Explorer browser, click on the Tools menu and select “Internet Options”.
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Express 222™ — Checking Your Certificate Information

The Internet Options dialog box is displayed:
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Done & Internet *100% ~

In the Internet Options dialog box, click on the Content tab, and then click on the Certificates button.
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Express 222™ — Checking Your Certificate Information

The Certificates List is displayed:
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General | Security | Privacy | Content | Connections | Programs | Advanced

Certificates @@

Intended purpose: <All>

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior € *

Issued To Issued By Expiratio... Friend A

[Elvalidca2048 validorderTwo €508 Pilot SUbCA 3/18/2010  <None

[Elvalidcaz048 validorderThree €508 Pilot SubCA 3/18/2010  <None

Elvalidcaz048 validorderTen €508 Pilot SubCA 3/18/2010  <None

[Evalidca2048 validordersix €508 Pilot SubCA 3/18/2010  <None Digital Signature
[Elvalidcaz04s validorderseven CSOS Pilot SubCA 3/18/2010  <None tec hnology for
E2 validCA2048 ValidOrderOne C505 Pilot SubCA 3/18/2010  <None secure, instant
[Evalidca2048 validorderhine €508 Pilot SubCA 3/18/2010  <None et 3
[Elvalidca2048 validorderFour €508 Pilot SUbCA 3/18/2010  <None v ordering online
< >
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fines, and mounds
of paperwork

Certificate intended purposes

<All>

> View

The fastest, easiest, cheapest way to eliminate paper forms for controlled substance ordering.
A software solution provided by sym, LLC.  Contact us for more information.

Done & Internet *100% ~

A list of the certificates installed in Internet Explorer on this computer is displayed. Your list will most
likely have only one or just a few certificates in it.

Your DEA issued certificate will say “CSOS CA” in the Issued By column. If you don’t see a certificate like
this in your list, then it means your DEA-issued certificate is not installed in Internet Explorer. You can
stop reading these instructions, and refer instead to the companion document in the User Quick
Reference Series, entitled “Finding a Digital Certificate File on Your Computer.”

If you did find your DEA issued certificate that you will use for signing controlled substance orders, click
on it one time so that the certificate is highlighted, and then click on the “View” button.
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Express 222™ — Checking Your Certificate Information

The Certificate Information is displayed:

o aEn)

] @ v & htp comintro.html vl 8 ll¢ x o)
”» »
< @ express222.com home page v M ~ |i;hPage v {CF Tools ~

?)[X]

General | Security | Privacy | Content | Connections | Programs | Advanced

General | Details | Certification Path
Intended purpose: <All> v

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior ¢ *
24 Certificate Information

Issued To Issued By Expiratio...  Friend A
Evalidcaz048 validorderTwo €505 Pilot SubCA 3182010 <None
Evaidcazoss valdorderThree €505 Pilot SubCA 3182010 <None
[Evalidcaz048 ValidorderTen €505 Pilot SUbCA 3(18/2010  <None
Evaldcazos vaidordersix €505 Pilot SubCA 3/18/2010  <None
Evalidcaz04s valdorderseven CS0S Pilot SubCA 3/18/2010  <None
(Elvaidcaz04s validorderone G503 Pt SUbCA 3/16/2010/ " <None * Refer to the certification authority's statement for detais.
Evaldcaz048 valdorderhine €508 Piot SUbCA 3/18/2010  <None
Evaldcazos vaidorderFour €505 Pilot SubCA 3182010 <None Seuadtor VakiCAOIE VakioRIECRe
< >

Import... ][ Export... ][ Remove J Advanced...

Certificate intended purposes

This certificate is ded for the followi

*All application policies

Issued by: CSOS Pilot SubCA

valid from 6/17/2008 to 3/18/2010

Y? You have a private key that corresponds to this certificate.

| Issuer Statement
[ Close
oo )

<All>

View

The fastest, easiest, cheapest way to eliminate paper forms for controlled substance ordering.
A software solution provided by Legisym. LLC.  Contact us for more information.

| Done & Internet #100% ~

Checking the Valid Date Range
If the “General” tab is not already selected, click on the “Genera

|”

tab. Here you will see to whom the
certificate was issued, who issued it, and the dates for which the certificate can be used to digitally sign
orders.

The “Issued to” should be your name or your organization’s name, the “Issued by” must be “CSOS CA”,
and today’s date must be between the dates in the “Valid from” date range.

For more detailed information about the contents of your DEA-issued digital signing certificate, please
refer to the CSOS Subscriber Manual, Internet Explorer Version document published by DEA. This
document is available on the Express222™ Web site “Help” page under the question “How can | get

digital signature capabilities?” Simply click on the “very helpful document” link in the answer to that
question.
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Express 222™ — Checking Your Certificate Information

Checking the Shipping Address

The DEA requires that CSOS orders be shipped to the address that is contained in the digital certificate.
If your address does not seem to be right on the electronic 222 form, then it is most likely because the
address inside the digital certificate is not what you expect it to be. You can verify that the address on
the electronic 222 matches the one in your certificate to gain confidence that the address on the
electronic 222 is DEA compliant.

To check the address, click on the “Details” tab. A list of the fields inside the certificate is displayed:
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General | Security | Privacy | Content | Connections | Programs | Advanced

Intended purpose: <All>

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior ¢ »

Value
=public RSA (2048 Bits)
[732.16.80.1.101.3.5. 020100
[F2.16.840.1.101.3.5. 13 16 56 61 6¢ 69 64 43 41 20...
[792.16.8§0.1.101.3.5. 030201 7¢
[732.16.580.1.101.3.5. 30031301 43
[F2.16.840.1.101.3.5.6 0c 283132333520 4d 61 69...
[J2.16.840.1.101.35.7 04 14 97 af 66 03 8b b4 b6 61...
[ certificate Policies [1]Certificate Policy:Policy Ide...

Issued To Issued By Expiratio... = Friend A&
(Elvalidcaz04s validorderTwo S0 Pilot SubCA 3/18/2010  <None
(Evalidca2048 validorderThree CSOS Pilot SubCA 3/18/2010  <None
[Evalidca2048 validorderTen €505 Pilot SubCA 3/18/2010 <None
[Evalidcaz048 validordersix CSOS Pilot SubCA 3/18/2010  <None
[Evalidca2048 validOrderSeven CSOS Pilot SubCA 3/18/2010 <None
Elvalidcaz04s validorderone CS0S Pilot SubCA 3/18/2010  <None
[Elvalidca2048 validorderhine CSO0S Pilot SubCA 3/18/2010 <None
(Evalidca2048 validorderFour CSOS Pilot SubCA 3/18/2010 <None
< >

mport... | [ Export.. | [ Remove | Advanced...

Certificate intended purposes

<All>

View
(edt properties... | [ copytoFie... |

iest, cheapest way to eliminate paper forms for controlled substance ordering
olution provided by Legisym, LLC. ~ Contact us for more information.

{ Done & Internet #100% ~

Scroll down in the list until you see the field named “2.16.840.1.101.3.5.6". This is the field that contains
your address information. Click on that field name.

Field Value o )

piratio... Friend A

18/2010  <None Elpublc key RSA (2048 Bits)

182010 <None F2.16.840.1.101.3.5.1 020100

1812010 <None F2.16.840.1.101.3.5.2 131656 61 6c 69 64 43 41 20...

18/2010 <None ,Cb 2.16.840.1.101.3.5.4 030201 7e
£4]2.16.840.1.101.3.5.5 3003130143

182010 <None
18,
18{2010
18/2010  <None

432.16.840.1.101.3.5.6 0c 2831 32333520 4d 61 69...
[F2.16.840.1.101.3.5.7 04 14 97 af 6e 03 8b b4 b6 61...
[T certificate Policies [1]Certificate Policy:Policy Ide... ¥
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Express 222™ — Checking Your Certificate Information

The address information is displayed:
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General | Security | Privacy | Content | Connections | Programs | Advanced

7
Intended purpose: <All> 3 General | Details | Certification Path

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior ¢ * Show: | <all>

Issued To Issued By Expiratio... = Friend & el Value
Evalidcaz04s validorderTwo CSOS Pilot SubCA 3/18/2010  <None ;E]Pubhc key RSA (2048 Bits)
(Elvalidcaz04s validorderThree €505 Pilot SubCA 3/18/2010  <None £$12.16.840.1.101.3.5.1 020100
Evalidcazo4s validorderTen 508 Pilot SubCA 3/18/2010  <None £812.16.840.1.101.3.5.2 131656 61 6c 6964 4341 20...
Elvalidcaz04s validordersix €505 Pilot SUbCA 3{18/2010  <None £$]2.16.840.1.101.3.5.4 030201 7e
Evalidcaz04s validorderseven €505 Pilot SubCA 318{2010  <None Bi2.16.640.1:101.3.5.5 3003 130143
[Evalidcaz048 ValidOrderone €505 Pl SubCA 3/18/2010  <None
[Evalidca2048 validorderhine €505 Pilot SubCA 3/18/2010  <None Edz1680.1.101357 041497 of 66 03 8b b4 b6 61...
[Edvaidca2048 validorderFour €505 Pilot SUbCA 3{18j2010  <None v E¥lcertiicate Polcies [1]Certificate Policy:Polcy Ide... ¥

< >
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Import... Export... Remove Advanced... 6f folk$VAS
l ] [ J l J 38 98765-43
Certificate intended purposes | 31 21

View
|

<All>

Edt Properties... | [ CopytoFie... |

The fastest, easiest, cheapest way to eliminate paper forms for controlled substance ordering.
A software solution provided by Legisym,. LLC. Contact us for more information.

{Done

& Internet #100% ~

It is a little bit cryptic, but you can see each line of your address, separated by a $ symbol. This is the
address that the DEA requires be placed on CSOS orders. If this address is not correct for your location,
then only the DEA can change it. You can call the DEA CSOS Help Desk at (877) 332-3266.
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